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Introduction

Objectives
The objectives of thisplan are:
e To ensure that maximum possible service levels are maintained

e To ensurethat we recover from interruptions as soon as possible
e To minimisethelikelihood and impact (risk) of interruptions

Principles
The principles behind this plan are:
e Disaster Recovery

e Main Risks are assessed but not every conceivable possibility as common sense
must be applied.
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Main Company Emergency Contacts.

David Brink|ey 07836623902 & HOME *** %% %% %%k k%

Peter Davis 07862709025 &  HOME****x#xkxkx

Simon Copsey 07980991823 & HOME**** %%k kkk**

Email davidbrinkley@centrasecurity.co.uk
Email simoncopsey@centrasecurity.co.uk

1. Plan and Objectives

To prepare company to cope with the effects of an emergency and identify key areas and
contacts and critical functions.

2. EMERGENCY CONTACT INFORMATION

Loca Police/ Fire Essex Police Chelmsford 999

Insurance Provider Marcus Hearn Ins 0207 739 3444
Gas & Electricity British Gas 0800 111 999
Water 3Valley 0845 475 6284
Plumber All Hours 0845 475 6284
Electrician In house CentraP.Davis

3. EMERGENCY PLANNING TEAM
The following people will participate in emergency planning and crisis management’s

e David Brinkley
e Simon Copsey
e Peter Davis

4. OUR CRITICAL OPERATIONS

Thefollowing is aprioritized list of our critical operations, staff and procedures we need
to Recover from adisaster.

RECORDSBACK UP
COMMUNICATIONS
IT CYBER SECURITY
NATURAL RISKS
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5. RECORDSBACK-UP.

Simon Copsey is responsible for backing critical records including computer back stored
onsite. Another set of back-up records are stored at the following off-site at the following
location e e ( confidential site).

6. COMMUNICATIONS

David Brinkley is responsible for communications.

e Main Office Number will be switched to our Remote Emergency Call Centre
e Most staff have Blackberry’s/ All workers have Mohile phones.
e |SP/BT will be contacted. Email contact will be unaffected

7. CYBER SECURITY

Simon Copsey is responsible. To protect our computer hardware we have Anti-Virus
Software and also Back up records every day.

To protect our computer software, wewill Storein security safe on siteor if our
computers are destroyed, we will use back-up computers at the remote site:

8. NATURAL RISKS

\ Hazzard Mitigation in Place Risk
Flooding Officeisnot inaflood plain Very Low Risk.
Fire Fire Safe and Smoke Detectors Low Risk
Security Safe and Central Station Intruder Alarm Low Risk
Other No other natural disasters for thisarea ~  -----------

9. FINAL ACTION CHECK LIST AND KEY CONTACTS

e Liaise with emergency servicesif needed and Identify any damage. Who isfirst
on the scene must contact all recovery team asap.

e EnsureIT Back ups are obtained from site or remote site and ensure all telephones
arerouted to alternate answering facility

e Convene meeting with below recovery team and decide on course of action

v David Brinkley 07836623902 & Home * %% % %% % %k x % %
4 Peter Davis 07862709025 & Home ***** % x k%% x*
v Simon Copsey 07980991823 & Home * ***** % %%k k%



